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1 Introduction

While misinformation is not a new phenomenon, the widespread adoption of the internet and social media drastically
increased the reach and impact of misinformation [41, 93], especially by packaging the misinformation into richer
modalities, such as videos [27, 83]. For example, a supposed documentary video from 2020 called Plandemic spread
misleading claims about the origins and transmission of Covid-19, attributing them to a government-led strategic

campaign. The video reached over eight million views across several social media platforms, including Facebook, YouTube

This work was partially supported by JSPS KAKENHI Grant JP24H00732, by JST CREST Grants JPMJCR20D3 and JPMJCR2562 including AIP challenge
program, and by JST K Program Grant JPMJKP24C2 Japan.

It was also funded by the German Federal Ministry of Education and Research (BMBF) through the DAAD (German Academic Exchange Service).
Authors’ Contact Information: Florian Braun, braun-florian@nii.ac.jp, The Graduate University for Advanced Studies, SOKENDAI, Hayama, Japan and
National Institute of Informatics, Tokyo, Japan; Truc Hoang, Independent Researcher, Ho Chi Minh, Vietnam, hoangthuytruc@gmail.com; Gianluca
Demartini, The University of Queensland, Brisbane, QLD, Australia, g.demartini@uq.edu.au; Isao Echizen, National Institute of Informatics, Tokyo, Japan,

iechizen@nii.ac.jp; Timo Spinde, National Institute of Informatics, Tokyo, Japan, T.Spinde@media-bias-research.org.

© 2026 Copyright held by the owner/author(s). Publication rights licensed to ACM.
Manuscript submitted to ACM

Manuscript submitted to ACM 1

»

Click for
Citation & BibTeX




2 Braun et al.

and Twitter, undermining information from authorities [23, 60, 82]. While Plandemic focused on health misinformation,
video misinformation (i.e., false or inaccurate information [57] conveyed through video) is not restricted to this domain
and has, among other areas, undermined open discourse [20] and public trust in science [95].

To combat video misinformation, fact-checkers such as Politifact' and Snopes? manually inspect posts. However,
manual fact-checking cannot address the volume of content uploaded to social media platforms [22], and thus video
misinformation detection must be automated to some degree. Social media platforms already deploy automated detection,
but many do not disclose their methods, data, or evaluation results [69]. Thus, developing open and transparent detection
is largely left to the research community, which has proposed many detection algorithms and datasets, each grounded in
specific assumptions about how misinformation is conveyed or how misinformation videos differ from truthful videos
[11, 53, 99]. Yet, no framework connects these assumptions to the detection strategies they motivate. As a result, it is
difficult to determine whether an algorithm is suited to the misinformation it is applied to, or whether it is evaluated on
the misinformation it was designed to detect. Micallef et al. [56] are the first to split the evaluation of misinformation
detection approaches into misinformation types. Their results suggest that linking misinformation types to detection
approaches clarifies how methods work and where they fail, but no systematic account of the field exists.

Therefore, our goal is to connect each detection method to the type of misinformation it is designed to detect. Thus,
we conduct a systematic literature review of the field. We first investigate the conceptions of misinformation used in
computer science video misinformation detection papers. We then analyze what datasets and algorithms exist, and how
they model misinformation. To this end, we systematically screened over 2200 papers and reviewed 51 eligible papers

published in A*, A, or Q1 outlets between January 2015 and December 2025. Our contributions are threefold:

C1 We propose a framework linking how videos convey misinformation with existing datasets and detection algorithms,
C2 We provide the first systematic literature review focusing on video misinformation detection algorithms,
C3 We identify shortcomings and gaps in the current literature, most significantly, how current evaluation practice

lacks the granularity to diagnose what signals models actually learn to detect.

By linking how misinformation is conveyed with how it is detected, our review offers a reference point for researchers
designing new detection algorithms, selecting or building datasets, and situating their work within the broader landscape
of video misinformation detection. It further highlights where current approaches fall short: most detection paradigms
address only a subset of ways that misinformation can be created, leaving ways without signal-level artifacts largely
unaddressed; evaluation relies on binary in-the-wild datasets that cannot reveal whether a model detects the mechanism

it claims to target; and this disconnect is not yet recognized as a limitation within the field.

2 Background
2.1 Concepts & Definitions

Because the key terms describing misinformation and related concepts are frequently used with different meanings
[93], we first review the terms Misinformation, Disinformation and Fake news in Section 2.1, and specify how we use

them throughout this review. To further clarify the scope of this review, we also briefly introduce tampering detection.

Misinformation & Disinformation. The terms misinformation and disinformation are mainly defined in two ways.
Wardle and Derakhshan define misinformation as "information that is false, but not created with the intention of causing

harm" [93, p. 20] and disinformation as "information that is false and deliberately created to harm [...]" [93, p.20]. While

Uhttps://www.politifact.com/, last accessed 01.03.2026
https://www.snopes.com/, last accessed 01.03.2026
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misinformation and disinformation both involve false information, they are distinguished by the intent with which the
information is conveyed. In contrast, the UNHCR [57] defines disinformation as a subset of misinformation. Similarly to
Wardle and Derakhshan [93], they define disinformation as “deliberate and [...] malicious content”, but misinformation
as “false or inaccurate information”, which does not assess the harm or intent of the misinformation [57].

Prior surveys on misinformation detection show that the definitional boundaries remain blurry in computer science
as well. While Alam et al. [6] follow the misinformation definition proposed by Wardle and Derakhshan [93], they note
that the factuality of content is usually studied separately from its harmfulness. Bu et al. [10] also confirm that factuality
is studied without accounting for harmfulness. Consequently, they define the term “misinformation video” to describe
“a video post that conveys false, inaccurate, or misleading content® [10], disregarding the harmfulness of the content.

To keep this review consistent with the analyzed papers in the computer science domain, we use misinformation to

refer to any content that misleads the recipient, regardless of intent.

Fake News. Another related concept is fake news, which rose in popularity significantly during the 2016 US presidential
elections [26, 85]. Tandoc et al. [85] summarizes fake news definitions from academic literature into six distinct categories,
showing that the term has many different facets. Molina et al. [58] confirm that fake news is a term that is defined
in many different ways across different fields. However, the term fake news is also used to discredit news outlets and

people [9, 58, 93]. Because fake news is ill-defined and used with negative connotation, we avoid the term fake news.

Tampering Detection. A related concept to misinformation detection is the detection of tampered or generated
content, which has been extensively covered in existing literature reviews [5, 76]. Fields such as deepfake detection [70],
Al-generated content detection [97], copy-and-move detection [68], and splicing detection [40] fall under tampering
detection. While often motivated as a way to fight disinformation, the algorithms check for structural alteration rather

than the veracity of the content [10, 75]. Therefore, we do not cover tampering detection algorithms in this review.

2.2 Taxonomies & Frameworks

Because different fields approach misinformation from different perspectives and with different goals, misinformation is
described through different taxonomies [2, 9, 10, 77]. Social scientists and political actors create taxonomies to describe
misinformation theoretically [2, 42, 57, 81, 93]; fact-checkers to communicate the severity of misinformation to readers
[34, 77]; and computer scientists to describe how misinformation is created from a technical perspective, or how it can
be detected in multimedia content [4, 42, 81]. To connect how misinformation is conveyed with how it is detected, we
first need to understand how prior work conceptualizes misinformation itself. We therefore provide an overview of
how existing taxonomies classify misinformation. Because taxonomies from different fields can differ substantially
depending on the purposes for which they were designed, we group them into three categories based on those purposes:
(I) theoretical frameworks, (II) operational frameworks, and (III) technical frameworks. For each group, we extract the

categories defined by the taxonomies and organize them into related concepts, as shown in Table 1.

I Theoretical frameworks. Theoretical frameworks describe misinformation along dimensions such as how it is
created, its degree of truthfulness, its intent and target, and its recurring themes [2, 42, 57, 81, 93]. Some taxonomies
examine how misinformation is created, e.g., fabrications, false connections, false context, or clickbait. Others identify
concepts that lie between truthful and false information, such as hoaxes (half-true information), rumors (ambiguous),
or one-sided arguments (leaving out the whole picture) [4, 42, 81]. Frameworks also categorize by the intent behind
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Table 1. Overview: Taxonomies and Frameworks on Misinformation

Group & Framework  Key Concepts & Definitions

I. Theoretical Frameworks

Conceptual Mechanics Misinformation mechanic: Fabricated (created/false), Manipulated (distorted), False Connection (headlines,
visuals or captions don’t support content) [2, 57, 93], Impostor (fake source) [57, 93], False Context (mismatched
contextual information) [2, 57, 81, 93], Clickbait (exaggerated headlines) [4, 42], Polarizing (emotionally charged
and one-sided) [58, 81], Misreporting (unintentionally false information) [58].

Degree of truth: Hoaxes (half-truths), Rumors (ambiguous) [4, 42], Biased (One-sided reporting) [42, 81].

Intent Misinformation goal: Managing attitudes/values [4, 57], Flooding with contradictions, Attacking critical voices,
Satire/Parody (no intent to misinform) [2, 57, 93], Persuasive Information (intent to change opinion) [58].

Content Information conveyed: Conspiracy Theories [4, 42], Pseudoscience, Fake Reviews [42, 81], Ads disguised as
news [57].

II. Operational Frameworks

Veracity Scales & Labels ~ 5-Point Scale: True — Mostly True — Mixture / Half True — Mostly False — False [34, 77].
Specific Labels: “Pants on Fire” (false and ridiculous claim) [34]; Evidentiary (Unproven/Unfounded) & Error
types (Miscaptioned, Fake, Wrong Attribution) [77].

III. Technical Frameworks

Content fabrication Video Editing: Missing Context (Misrepresentation, Isolation), Deceptive Editing (Omission, Splicing), Malicious
Transformation (Doctoring, Fabrication) [86].

Detection Levels Content-Centric: Signal-level (artifacts) & Semantic-level (meaning) [10, 97]; News Content-based detection [4].

(Computer Science) Human-Centric: Intent-level (motivation) [10], Perceptual (realism) & Human (emotions/behavior) levels [97],

Social Context-based detection [4].
Hybrid: Approaches combining content and context analysis [4].

Cross-modal relationship ~ Cross-Modal Analysis: Veracity of Text, Veracity of Video, Relationship of Text & Video, Veracity of Text &
(Computer Science) Video [56].

the misinformation, for instance Satire/Parody as false information without intent to harm [2, 57, 93]. Finally, some

categories distinguish the content conveyed, such as conspiracy theories [4, 42], pseudoscience, or fake reviews [42, 81].

II. Operational Frameworks. Operational frameworks are often used by fact-checking agencies, such as Snopes [77]
and Politifact [34]. Both Snopes and Politifact use a 5-point scale for denoting how true or false the claims are, rather
than binary true/false labels. Both also employ further categories for edge cases such as ridiculous claims [34] or
insufficient evidence [77]. Snopes furthermore denotes frequently occurring misinformation types, which are similar to
the conceptual mechanics in theoretical frameworks [77]. These ratings usually summarize an in-depth article that

describes how the video misinforms, with the goal of quickly communicating the gist of the review to the recipient.

III. Technical Frameworks. Lastly, technical frameworks are categorized by what part of the misinformation pipeline
they address: some describe how misleading content is created, others bridge content characteristics with detection
approaches, and others classify detection algorithms. An example of the first type is the video creation and manipulation
framework by The Washington Post®, which describes how misinforming videos are fabricated [86]. While this taxonomy
captures how misinforming videos are produced, it does not address how they can be detected.

To bridge the gap between misinformation and its detection, Micallef et al. [56] link content characteristics to
detection performance by investigating how misinformation is conveyed through different modalities in social media

posts. The resulting taxonomy categorizes misinformation by analyzing the veracity of the modalities individually, the

3https://vaw,washingtonpost.r:(m1/
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relationships between the modalities, and the veracity of the message conveyed by the combined modalities. Using
their taxonomy, they can investigate on what misinformation specific detection algorithms succeed or fail. However,
their analysis includes only a selection of text-based classifiers for post body, title, description, and speech transcript.

To our knowledge, the survey by Bu et al. [10] is the only literature review published in a high-ranking venue that
focuses exclusively on video misinformation detection, although its paper selection was not systematic, leaving it
susceptible to selection bias. Other existing reviews on multimodal misinformation detection do not focus on video
content [1, 6, 65]. As a result, they cover only a few video misinformation algorithms, describe them generically, and
classify detection algorithms solely by their technical properties without engaging with the content the algorithms
operate on. Typically, existing frameworks organize misinformation detection algorithms by the level at which the
model operates (signal vs. semantic), the human component analyzed (sender intent, receiver perception, social context),

or hybrid combinations [4, 10, 97]. None of these frameworks links models to the types of misinformation they detect.

2.3 Summary & Positioning

As shown in Section 2.2, existing frameworks on misinformation capture only specific aspects. Theoretical frameworks
describe how misinformation is conveyed, operational frameworks describe how severe the misinformation is, and
technical frameworks describe how video material is altered to mislead or how video misinformation detection operates.
Micallef et al. [56] come closest to bridging content and detection, but only distinguish through which modalities the
misinformation is conveyed, leaving finer-grained analysis unaddressed. This disconnect also extends to evaluation:
widely used datasets for video misinformation detection typically frame detection as binary classification [11, 63, 66],
assigning a single true/false label regardless of how the misinformation is conveyed. Without such a distinction, it is
unclear whether evaluation results reflect an algorithm’s ability to detect the specific strategies and artifacts it targets.

Our literature review aims to close that gap by classifying misinformation detection algorithms not only by how they
detect misinformation, but by what type of misinformation they address. To do so, we analyze the rationale behind
each detection algorithm, from feature extraction to algorithm output. We then compare these types of misinformation
to taxonomies from other fields, which lets us identify misinformation types that lack detection algorithms. Finally, to

assess whether and which types of misinformation the currently available data reflect, we also review datasets.

3 Methodology

As shown in Section 2.3, no existing framework links how video misinformation detection algorithms work to how the
misinformation they target is conveyed. To close this gap, we need to understand three things: how current detection
algorithms work, how they describe the misinformation they target, and how they logically link the two in existing
work. Because training and evaluation datasets directly encode which forms of misinformation an algorithm learns to

recognize, we additionally review the datasets used.

3.1 Research Questions

Following our goal of linking how video misinformation is conveyed with how it is detected in computer science, we

formulate four research questions:

RQ1 What misinformation strategies are described in video misinformation detection literature, and how do they

create misinformation?
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Fig. 1. Overview of the Methodology

RQ2 What rationales do existing misinformation detection algorithms use to identify misinformation, and how do
they implement the rationales?

RQ3 What misinformation strategies are represented in existing datasets, and how are they used for training and
evaluation?

RQ4 How well do current detection approaches and datasets cover the identified misinformation strategies, and what

gaps emerge?

Together, these questions trace the pipeline from how video misinformation deceives (RQ1), through how it is
detected (RQ2) and what data is used to train the detection models (RQ3), to what gaps emerge when linking deception
methods to their detection coverage (RQ4).

3.2 Study Selection

Because a goal of this review is to identify open gaps, the field must be representatively covered. Therefore, we followed
a two-step paper identification approach to minimize oversights: In the first step, we queried bibliographic databases.

In the second step, we conducted a snowball search, with the accepted papers from the first round as seed papers.
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Table 2. PICOC scheme for identifying related papers. Italicized entries are not used in the query.

PICOC Example Synonyms

Problem How misinformation is addressed in the literature Misinformation, Fake news, Disinformation, Rumor

Intervention Content manipulation methods Forgery, Cutting, Editing, Deepfake, Generation, Cheapfake

Comparison Algorithms, datasets Algorithm, Detection, Classification, Dataset, Benchmark

Outcome Types of video misinformation Fabrication, Manipulation, False Connection, False Context, Clickbait,
Polarization, Impostor, Misreporting

Context Video, audiovisual Video, Audiovisual, Multimodal, Movie, Recording, Clip, Footage

Round 1: Structured Query. For the first identification round, we used a structured query to search four databases. We
first selected Scopus” and Web of Science® because their databases offer curated papers and complement each other
[87]. However, we found that many of the papers listed in the survey by Bu et al. [10] were not found. Therefore, we
also queried IEEE Xplore®, as many of the articles not found were published by IEEE, and Semantic Scholar’, because
its paper database is very comprehensive [44] and allows for structured queries.

To set up the structured search query, we first defined a PICOC (Tab. 2) based on our research questions (Sec. 3.1).
While we defined all five components to ensure comprehensive coverage of the research scope, we constructed the
query using only Problem, Comparison, and Context. We excluded Intervention and Outcome because many detection
algorithm papers do not explicitly state the content manipulation method or the type of misinformation they address,
a gap this review aims to close. Including these terms would therefore systematically exclude relevant papers that
lack explicit terminology for how misinformation is conveyed. We also made two adjustments to the initial search
terms: Firstly, we excluded the term Multimodal from the context, because it is often used in papers on image-text
misinformation, but yields no additional value when compared to the papers in Bu et al. [10]. Secondly, we added Rumor
as one of the synonyms for misinformation, which is used synonymously by Papadopoulou et al. [64] and Bu et al. [10].
To build the query, we then combined synonyms with OR operators and components (i.e., P, C, C) with AND operators.

We restricted the publication period to studies published from 2015 onward, because one year later, the term Fake

News gained prominence [26], and the Oxford Dictionary selected the term Post-Truth as “Word of the Year” [61].

Round 2: Snowballing. As mentioned in Section 2.1, the terms and concepts surrounding misinformation are often
used ambiguously, which may lead to oversights when only structured queries are used to identify papers [59]. Therefore,
we employed a second stage in which we identified papers using a single-hop citation graph. To find papers related
to the papers identified by the query, we used Semantic Scholar and OpenAlex?, both of which provide free APIs to
retrieve citations and references. Furthermore, they have a high forward citation coverage and a reasonable backward
citation coverage [31]. Using the papers accepted in the first round as seed papers, we retrieved forward and backward
citations and built a graph from the resulting connections. Next, we removed duplicate records by merging entries with
identical DOIs. Finally, to focus the snowballing on papers with a strong topical connection to the reviewed literature,

we removed all entries connected to only a single seed paper. This also reduced the candidate set to a manageable size.

3.3 Eligibility Criteria
To identify relevant papers, we filtered the identified papers according to the following exclusion criteria (Tab. 3):

4https://www.scopus.com/
Shttps://www.webofscience.com/
Shttps://ieeexplore.icee.org/
https://www.semanticscholar.org/
8https://openalex.org/
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Table 3. Eligibility Criteria

ID Inclusion Criterion Exclusion Criterion
E1. Form
la  Article written in English Article in a language other than English

=

b Full paper published in a peer-reviewed journal or conference proceedings  Any other publication type (workshop paper, short paper, demo, abstract,
presentation notes etc.)

1c  Paper has not been withdrawn Paper has been retracted or withdrawn

E2. Relevancy

2a  Study investigates video content or information related to videos (e.g., title, ~ Study does not analyze video or any information connected to videos
description, comments)

2b  Study addresses misinformation Study does not address misinformation or any related concept

E3. Contribution Type

3a  Proposes or evaluates a dataset or a detection algorithm Does not contribute scientific findings to detection datasets or algorithms

3b  Aims to improve the detection performance of misinformation detection  Primarily aims at improving non-detection aspects, such as computational
algorithms efficiency or adversarial robustness.

E4. Detection Methodology

4a  Proposes a novel passive detection algorithm (post-hoc analysis) or dataset ~ Proposes an active detection algorithm (e.g., provenance watermarking)

E1) Form: We exclude all papers that are not full papers at a conference or journal, not written in English, or withdrawn,
E2) Relevancy: We exclude all papers that are not centered on video-based misinformation,
E3) Contribution type: We exclude all papers that do not propose a novel dataset, algorithm, or framework, and

E4) Detection Methodology: We exclude all papers that are not passive detection methods.

We focus on passive detection because active methods (e.g., watermarking) do not inspect how misinformation is
conveyed. We then scanned the titles and abstracts for the eligibility criteria, and excluded papers meeting any exclusion

criterion. Furthermore, if the inclusion or exclusion was unclear from the title or abstract, we scanned the full text.

3.4 Conference ranking

To further narrow in on high-impact papers, we collected conference and journal ranks for all eligible papers and
rejected all papers published in conferences ranked below A by CORE ranking 2023° or in journals ranked below Q1 by

10

Scimago'”. To verify that the threshold does not exclude relevant work, we compared the filtered set against the papers

covered by Bu et al. [10] and confirmed that no papers included in their survey were removed by this criterion.

3.5 Study Risk of Bias Assessment

To assess the risk of bias in our retrieved sources, we conducted a quality screening [14]. Each paper was scored on a

3-point scale (No / Partially / Fully) against the following weighted quality criteria, derived from the research questions:

QA1 Does the paper primarily investigate video? (1/0.5/0)

QA2 Does the paper primarily study misinformation? (1/0.5/0)

QA3 Does the paper propose or build upon a dataset of misinformation videos? (2/1/0)
QA4 Does the paper include an algorithm for detecting video misinformation? (1/0.5/0)
QA5 Are the features derived from the audiovisual content? (1/0.5/0)

“https://portal.core.edu.au/conf-ranks/
WOhttps://www.scimagojr.com/
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QA6 Does the paper state how misinformation is created? (2/1/0)
QA7 Does the paper include keywords for the type of misinformation? (e.g., out-of-context, cheapfakes) (1/0.5/0)

The quality criteria are organized around three concerns that map to the research questions. QA1 and QA2 revisit the
eligibility criteria on a graded scale: papers that meet the binary inclusion threshold but treat video or misinformation
as secondary to their main contribution receive partial scores. QA3 and QA4 assess the depth of a paper’s contribution
to detection: QA3 targets dataset engagement (RQ3), while QA4 targets algorithmic contribution (RQ2). QA5 evaluates
whether the features used for detection are derived from the audiovisual content rather than from metadata alone (RQ2).
QA6 and QA7 assess how explicitly a paper engages with the mechanisms behind misinformation creation (RQ1, RQ4).

We assign double weight to QA3 and QA6 because they reflect the two pillars of the review’s scope: empirical
grounding in video misinformation data and engagement with specific deception mechanisms. The inclusion threshold
is set at 5 out of 9 points. Therefore, passing the inclusion threshold requires alignment across most criteria. For example,

a paper scoring almost full marks on all single-weighted items but zero on both double-weighted items would not pass.

3.6 Information Extraction

After selecting the relevant literature, we developed a standardized data extraction protocol to systematically gather
information from the selected papers to answer the research questions. Several of the extraction steps required annotating
how information is conveyed to the viewer. Modality labels alone were too coarse for this: audio, for instance, can carry
speech, paralinguistic cues, or background noise, which are processed differently by detection algorithms even though
they share a modality. We therefore split visual and auditory modalities by the level that conveys the information:
linguistic levels, which cover captions, descriptions, on-screen text, and speech content, and non-linguistic levels, which
cover visual content, non-speech audio such as paralinguistic cues, or background noise.

For the first research question, we extracted definitions, descriptions, and examples of video misinformation from
full papers, which we refer to as manipulation strategies. For RQ2, we extracted the rationale for selecting specific
feature extraction methods or architectures, or what the authors argue should be detectable if content is misinforming,
which we call the detection paradigms. Next, we extracted the preprocessing, feature extraction, model architecture, and
training paradigm, as well as any other information that describes how the approach detects misinformation, or how
the authors operationalize that detection, which we call implementation methods. Furthermore, we extracted the logical
connections that authors draw between manipulation strategies, detection paradigms, and implementation methods.

For the third research question, we extracted the dataset labels, e.g., binary or reasoning, and the methods used
to annotate them. Additionally, we extracted the data’s origin (e.g., video-sharing platform) and, if applicable, how it
was generated or manipulated. We also extracted what data the datasets provide, for example, video, audio, captions,
descriptions, or comments. The data extracted for RQ4 includes which datasets are used by which algorithms, and the
limitations that papers report about their proposed datasets and algorithms. The data extraction for RQ2, RQ3, and RQ4

was conducted by two researchers and cross-verified by the first researcher, who also extracted the data for RQ1.

3.7 Information Synthesis & Framework Development

To synthesize the information for RQ1, we used a hybrid inductive-deductive scheme to ensure that the labels resemble
theoretical descriptions from the social sciences, while being grounded in video misinformation detection papers.
Specifically, we annotated the mechanism used to misinform while referencing theoretical frameworks, but kept a
more technical description of the authenticity of the modalities, the connection between linguistic and non-linguistic
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content, and the modalities through which the misinformation is conveyed. After the codes stabilized, we grouped them
semantically into strategies and categories. Furthermore, we did not collapse categories that few papers described but
were theoretically distinct from other categories to find gaps in the literature. We also supplemented the groups with
information on how the content is created or manipulated, bridging the gap between theory and detection methods.

For the second research question, the goal was to find patterns in how the information is processed (implementation
methods) and why it is processed that way (detection paradigms). To extract the detection paradigms, we inductively
coded the stated rationale behind the algorithm’s design choices and grouped the codes into categories based on the
type of signal the algorithms analyze. For the implementation methods, we inductively coded preprocessing, feature
extraction, model architecture, and training paradigms which we then grouped by how they interact with the content.

For RQ3, we inductively coded the annotation methods used and grouped them into broadly similar strategies. We
first assumed that any dataset did not contain a specific type, and refined this assumption from the bottom up by
combining three indicators: the dataset’s labels, the annotation method, and the data’s origin or generation.

Finally, for RQ4, we traced argumentative chains for the detection paradigms throughout each paper and mapped
them back to the manipulation strategies synthesized in RQ1, where the paper clearly referenced a strategy’s definition
or example. This mapping identified which manipulation strategies each algorithm was designed to detect. Algorithms
that did not provide this connection were regarded as unspecified classifiers but were still included in the analysis. We
also traced argumentative chains between the detection paradigms and the implementation methods. If the detection
approach is stated without a clear link to a manipulation strategy, or an implementation method is stated without a
clear connection to a detection approach, we noted no connection. Detection paradigms that are justified by being an
indicator for misinformation or comparable generic justifications were treated without a connection. Logical connections
between, for example, one detection approach and two implementation methods are annotated as the same argument
chain, whereas unrelated argument chains in the same paper are treated as separate. In the resulting Sankey plot,
each connection between two nodes is treated as a separate link due to the visualization’s limitations. For example, a
single argument chain linking decontextualization to multimodal inconsistency, and then to both modality alignment
and crossmodal attention, produces three connections in the Sankey: one from decontextualization to multimodal
inconsistency, one from multimodal inconsistency to modality alignment, and one from multimodal inconsistency to
crossmodal attention. Finally, we inductively coded the reported limitations and grouped them by theme. The information

synthesis was conducted by one researcher to ensure consistency across the interconnected coding decisions.

4 Results
4.1 Collected Studies

We illustrate our search strategy in Figure 2. Through the query, we collect 3526 studies, of which we remove 1425
duplicates. Next, we exclude 1944 studies from the abstract and title screening, and 102 studies published in conferences
below A or journals below Q1 rank. After filtering out 16 papers through the quality screening, we use the remaining 39
papers as seeds for the snowballing citation graph. We identify 2429 papers which are linked to at least 2 relevant seed
papers through snowballing, and remove 2181 duplicates. We then apply the same exclusion criteria to the title and
abstract screening as in the first round, removing 206 papers. In contrast to the first round, we first exclude 4 papers
based on the study’s risk of bias assessment. We then identify 28 papers that do not pass the outlet rank restrictions.

From these papers, we still include 2 papers that are cited by at least 4 of the seed papers, making them important for the
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Fig. 2. PRISMA [62] Flowchart diagram of the systematic paper inclusion process.

field. Therefore, the snowballing leads to 12 additional papers being accepted. After completing all the above-mentioned
steps for both the query and snowball results, we arrive at 51 papers selected for this review.

When excluding the papers, we found edge cases for criteria 3b and 4a (Tab. 3). For criterion 3b, some edge cases we
rejected are [21, 46, 104], which detect tampering but do not clarify the connection between the tampering method and
misinformation. Notably, the largest group of papers removed by this criterion are on deepfake detection, which assess
the authenticity of content rather than its veracity, and do not evaluate on misinformation datasets. One accepted paper
that addresses deepfakes is [3], which not only detect deepfakes, but also physical impersonations or swapping of audio
as misinformation. Thus, they analyze whether what is said can be attributed to a person, rather than whether the
content was generated. Papers that do connect synthetic media detection to a misinformation context are retained in
the corpus. For criterion 4a, we exclude studies on adversarial robustness [71, 73] and model distillation [101], which do
not propose new ways to detect misinformation, but build on existing approaches.

Notably, over half of the papers are from 2025 (Fig. 3), showing the timeliness of the review. To our knowledge, the

presented corpus is the most comprehensive systematic review of video misinformation detection to date.

4.2 RQ1: What misinformation strategies are described in video misinformation detection literature, and

how do they create misinformation?

4.2.1 Framework of deception mechanisms. To identify the misinformation strategies described in the literature, we
extract 103 definitions, explanations, or examples of misinformation. Of those, we exclude 16 that describe misinformation
without specifying how it fools the recipient. For example, Zhang et al. [108] state that “creators of fake news [...]
employ various techniques, such as malicious editing [...] and Al-generated content.”, but do not explain how editing or
Al-generated content is used to misinform. Using the remaining 87 datapoints, we code how the recipient is deceived, i.e.,
the misinformation strategies. We identify 11 misinformation strategies and cluster them into four groups based on how
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Fig. 3. Publishing dates of papers selected for review, per year.

they mislead: by providing false evidence, by providing deceptive arguments, by imitating an entity that recipients trust,
or by presenting claims in a way that shifts the focus away from factuality. We show the framework of misinformation
strategies in Table 4. Some strategies are supported by as few as one paper, which we attribute to the field’s early stage

(Sec. 4.1) rather than irrelevance, and we retain every strategy that exhibits a distinct deception mechanism.

4.2.2  Misinformation strategies. False evidence describes misinformation that uses video content as supposed evidence
for claims, for example, by providing a video that shows what is claimed but was generated [53, 64, 99]. The second
category, Deceptive argumentation, makes claims believable through seemingly logical reasoning, e.g., by building an
argument on factually wrong information [50, 66, 102]. In the third category, Imitate trustworthy entity, we capture
all misinformation strategies that raise the perceived credibility by impersonating reliable sources, for example, by
making it appear as though a claim was made by an expert [3]. The final category, Cognitive bypass, describes all types
of misinformation strategies that circumvent critical analysis of the content, e.g., through emotionally charged framing
[15, 74, 102].

False evidence. False evidence has four misinformation strategies: Decontextualization, Malicious Editing, Generative,
and Staged. False evidence provides evidence for a claim, which is often communicated through a headline, description,
on-screen captions or speech content [11, 29, 47, 49, 52, 63, 64, 88, 100], but can also be communicated through non-
linguistic levels, for example, by editing footage to suggests that the moon is larger than it is [106]. For false evidence,
the veracity of the claims does not determine whether a video is misleading, as many papers show false evidence paired
with true [29, 51, 63, 64, 67, 99, 100] or false claims [11, 47, 49, 52, 75, 88, 90, 100]. Similarly, whether the video evidence
is reused, edited, generated, or staged does not define whether content is misleading [11, 74, 75]. What all four strategies
share is that the viewer assumes the video supports the claims, e.g., by presenting unaltered, authentic evidence. Some
papers seemingly break this assumption by defining generated or manipulated content as misinforming [64, 99, 102],
but they also carry an underlying assumption that the content authentically depicts a real event.

Decontextualization reuses existing content to create misinformation. It spreads unaltered footage with misleading
claims, for example, in a caption [47, 63, 64, 100]. Commonly, videos taken at a different location [63, 64, 100] or
depicting an unrelated event [47, 48, 63, 64] are used as supposed evidence. For example, a headline may claim that a
bomb attack happened at the Brussels airport, but the video was captured at Moscow airport a few years prior [64]. As
such, decontextualization relies primarily on visuals that look plausible to the average recipient. However, since the
video is not tailored to the claim, a mismatch between the video’s content and the accompanying claims exists.
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Table 4. Framework of Misinformation strategies

Definition & Examples

Papers

I. False Evidence

Decontextualization

Fabricate supporting evidence for a claim by suggesting that an unrelated
video is related.

[8, 11, 15, 32, 39, 47, 48, 49, 53, 63,
64, 66, 99, 100, 105, 106]

Malicious Editing

Fabricate supporting evidence for a claim by altering the video content.

[3,8, 11, 15, 29, 32, 39, 47, 49, 51, 52,
63, 64, 66, 67, 88, 90, 102, 106, 108]

Generative

Fabricate supporting evidence for a claim by generating video content.

[13, 29, 48, 63, 64, 96, 99, 100, 108]

Staged

Fabricate supporting evidence for a claim by staging video content.

[63, 64, 74, 75)

II. Deceptive Argumentation

Wrong Facts Arguing with factually wrong information. [7, 11, 12, 13, 32, 37, 75, 92, 102]
One-sided Facts Arguing based on cherry-picked facts. [37]

Correct Facts, Wrong Conclusion Reaching a false claim from accurate data. [37, 38, 50]

IIL Imitate Trustworthy Entity

Dubbing Suggest that a claim was made by a credible person by replacing the speech.  [3]

Impersonation Suggest that a claim was made by a credible person by imitating them. [3]

IV. Cognitive bypass

Emotional Portrayal Emotionalize the content. [11, 74]

Mlusion of Proof

Providing a video for a claim to suggest that the claim is backed up by

[15, 84, 99, 100, 102]

evidence.

Malicious editing goes one step further: Rather than reusing footage as is, the content is altered to support the
claim [8, 49, 64, 88]. Edits can be spatial [32, 66] or temporal [90], and the claims can be stated explicitly through the
linguistic content, or implicitly through the visual content, as in the enlarged moon example stated above [32]. Because
the evidence has been tailored to the claims, the content may exactly match the claims if the edits are executed well.
However, manipulating the content introduces tampering artifacts, which can be exploited for detection.

While malicious editing alters existing content, Generative methods synthesize the supposed evidence [13, 39, 48, 64].
Therefore, one modality is at least partially generated, for example, when faces are swapped [3]. Like malicious editing,
the content is created to support the claims, and the evidence may therefore completely align with them. Crucially,
this type of misinformation relies on the viewer believing that what they see is authentic evidence and not generated
content. However, because the content is generated rather than captured, synthesis artifacts are present.

Similar to generative evidence, Staged evidence fully fabricates evidence, but instead of using generation algorithms,
the evidence is physically enacted and captured as normal footage would be. Like generated content, staged evidence
can fully match the claims and conceals that it was fabricated [63, 64, 75]. For example, videos may show people
with metallic objects stuck to their arms and claim that this is due to a magnetic vaccine [74]. This deception can be
particularly effective because the video is genuinely captured in the physical world with no digital artifacts. Any clues

come directly from the physical world, such as inconsistencies in the scene or hints of acting.

Deceptive argumentation. Deceptive argumentation supports false claims with supposed facts and logical reasoning.
Its three strategies, Wrong facts, One-sided facts, and Correct facts, wrong conclusion, range from fabrication, through
selective presentation of truthful information, to logically flawed reasoning over correct facts.
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Wrong facts present fabricated or factually incorrect claims as true [11, 13, 32, 37, 75, 92, 102]. For example, a video
may claim that vaccines harm people, and then base an argument on the claim [102]. This type of misinformation
is often addressed in papers on health misinformation [37, 75, 92]. The false claims are usually conveyed through
linguistic content [11, 32, 75]. However, the misinformation can also be conveyed through linguistic and non-linguistic
information jointly, e.g., when linguistic content leads to a false interpretation of visual content, which would not
mislead on its own [74]. This category often coincides with false evidence [11, 13, 75] to increase the credibility of the
false claims. Because the core deception relies on factual claims that may align with content in other modalities and
may not leave detectable traces in the content itself, detection requires verifying the claims.

Rather than stating false claims, One-sided facts present factually accurate information, but selected in a way that
supports only one side of an argument [37]. One-sided facts are effective because the information does not conflict with
external information; rather, it requires awareness of what is missing, which makes detecting this type of misinformation
specifically challenging. Only one paper defines this strategy, in the domain of health misinformation [37].

In contrast to wrong facts or one-sided facts, Correct facts, wrong conclusion does not convey the misinformation
through the facts themselves, but by constructing a chain of reasoning on top of the correct facts that is misleading.
Common patterns include drawing conclusions that go beyond what the evidence supports [37, 50] and inferring
causation from correlation [37, 38]. Because the individual facts are correct, fact-checking is insufficient. Rather than
checking the presented facts, detecting this type of misinformation requires reasoning about the argument’s logical

structure. So far, this type of misinformation is only defined for linguistic content [37, 38, 50].

Imitate Trustworthy Entity. While deceptive argumentation misleads directly through the claims, Imitate trustworthy
entity exploits the credibility of an entity [3]. By making it appear as if a credible source, such as a public figure or news
outlet, produced or endorsed the claims, they appear more credible and are challenged with less scrutiny. We identify
two strategies that differ in how impersonation is achieved: digitally (by dubbing) or physically (by impersonation).
This category is currently only supported by one paper in the corpus [3], which limits the analysis.

Dubbing uses digital manipulation or generation to make a person appear to say or do something they did not. For
example, false statements about the Covid-19 pandemic and climate change may be spliced with footage from a political
leader’s speech [3]. The employed techniques range from replacing the audio track, through lip-sync methods that
adapt mouth movements to dubbed audio, to face-swap deepfakes that project a different face into the video. Because
the content is digitally manipulated, it carries artifacts similar to false evidence. However, rather than assessing whether
the content matches the claims, the task is to determine whether what is said can be attributed to the shown entity.

Mirroring the relationship between generated and staged false evidence, Impersonation is similar to dubbing, but
the content was created in the physical world and captured with a camera, for example, by actors or look-alikes who
imitate a person. For example, a look-alike may act like a renowned talk show host [3]. Because the content is not
necessarily digitally altered, no digital artifacts are present. Detection, therefore, exploits biometric inconsistencies or

behavioral patterns that distinguish the real entity from the imitator [3].

Cognitive Bypass. False evidence, Deceptive argumentation, and Imitate trustworthy entity manipulate what is
shown, what is said, and who says it. In contrast, cognitive bypass methods target how recipients process information to
circumvent critical analysis. We identify two strategies: Emotional portrayal makes the content believable by appealing
to the recipient’s feelings, and Illusion of proof gives the false impression that evidence exists.

Emotional portrayal uses affective cues to influence how a recipient engages with the content, either to boost

engagement [11] or to emphasize specific points [74]. Because of the emotional response, this strategy can reduce
Manuscript submitted to ACM



Video Misinformation Detection: A Systematic Review of Manipulation Tactics, Datasets and Algorithms

Table 5. Detection paradigms identified in the reviewed algorithms, grouped by category.

Approach

Description

Papers

Psychological & Rhetorical

Emotion / Sentiment
Style
Intent

Author Emotion / Stance

Assumes that misinformation differs from truthful content in emotional tone,
exploiting affective cues across modalities.

Identifies surface-level linguistic patterns in titles or descriptions, such as
punctuation, pronoun usage, or writing style.

Infers the communicative goal or purpose behind the content as an indicator
of deceptive motivation.

Detects the position taken by the author or across modalities.

(7,8, 11, 13, 28, 32, 37, 38, 39, 47,
50,63, 64, 66, 74, 75, 90, 106, 110]
(8, 37, 50, 63, 64]

(15, 17, 28, 66]

[15, 19, 32]

Multimodal & Media Signals

Multimodal Inconsistency

Fabrication / Manip. Artifact

Assumes that modalities should be consistent; mismatches between visual,
audio, and textual signals indicate manipulation or decontextualization.

Analyzes individual modalities for forensic traces of content creation or editing,
such as visual tampering or temporal irregularities.

[3, 11, 15, 24, 28, 29, 30, 32, 49, 51,
52, 53, 55, 66, 74, 88, 90, 96, 99,
100, 102, 105, 108, 109, 110]
[3,11, 13,15, 17, 51, 52, 66, 88, 90,
100, 102, 106, 108]

External Validation

Fact-checking

Reasoning

Verifies claims by comparing them against external sources such as knowledge
bases, fact-check databases, or retrieved evidence.
Reasons about the claims, adding context and a textual analysis

[12, 18, 39, 51, 67, 96, 100, 106,
107)
[17, 35, 38, 52, 88, 102, 108, 110]

Social & Credibility

Social Reaction Uses audience responses (comments, likes, shares) as signals about content  [8, 18,19, 29, 37, 48, 50, 63, 64, 66,
veracity. 72, 103, 105, 106, 109, 110]
Source Credibility Estimates veracity from properties of the content creator, such as account  [8, 38, 48, 50, 64, 66]
history, verification status, or reputation.
Propagation / Diffusion Assumes that misinformation spreads differently than truthful content, ana-  [43, 48]

lyzing sharing patterns and temporal diffusion.

critical evaluation of the claims [58]. In the current literature, this strategy is only defined for auditive, non-linguistic
content [11, 74], for example, by adding emotionally charged background music to a video [11]. Detection therefore
relies on identifying affective signals, such as sentiment or emotional tone, that are used to make the claims more
persuasive than if they were stated in an unemotional framing.

Illusion of proof exploits a different cognitive trait: by attaching a video to the stated claims, recipients may trust the
information more because they assume that the video shows evidence for the claims, even when the video content is
unrelated [15, 84, 99, 100, 102]. In contrast to false evidence, the content does not support the claims. For example, a
title may say that a public figure gave a speech to college freshmen, but in the video, no freshmen are visible [84]. The
claims are typically conveyed through the linguistic levels [15, 84, 99, 100, 102], which may add information that cannot
be inferred from the video itself [15] or use clickbait phrasing to attract attention [84]. Because the claims and video

content are unrelated, detection can exploit the semantic mismatch between them.

4.3 RQ2: What rationales do existing misinformation detection algorithms use to identify misinformation,

and how do they implement the rationales?

To understand how detection algorithms address the misinformation strategies identified in Section 4.2, we analyze the
algorithms at two levels: detection paradigms (what trait is analyzed) and implementation methods (how it is analyzed).
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4.3.1 Detection Paradigms. We find 11 detection paradigms, which cluster into four categories based on what they
analyze and if they use external information: Psychological & Rhetorical paradigms target cognitive and linguistic cues
in the content; Multimodal & Media Signal exploits cross-modal relationships and forensic traces; External Validation
compares claims against external knowledge; and Social & Credibility leverages audience behavior and source reputation.

Psychological and Rhetorical paradigms use cues from how the content is communicated and operate on the content
itself. The most common approach, Emotion & Sentiment analysis, assumes that misinformation presents content in a
more emotional way than truthful information [32, 38, 66]. Notably, this assumption is not uncontested: Papadopoulou
et al. [64] report no correlation between sentiment and misinformation in their data. Style analysis paradigms assume a
direct correlation between misinformation and stylistic features, such as the number of personal pronouns [50, 63].
Moving from how to why misinformation is communicated, some paradigms analyze the author’s intent, assuming
that misinformation is produced with a persuasive or deceptive purpose that leaves traces [17, 28, 66]. Finally, stance
detection analyzes the author’s position toward the claims. Choi and Ko [19] observe that the difference in stance
between title and user comments is usually large for misinformation. In contrast, Chen et al. [15] and Han et al. [32]
assume that the author’s stance carries contextual information that complements other signals.

Multimodal and Media Signal paradigms focus on signals within or between modalities that indicate manipulation or
misrepresentation. While this category contains only two paradigms, over half of the analyzed algorithms include at
least one of them. Multimodal inconsistency, the most widely adopted paradigmin the entire corpus, uses the assumption
that truthful content is consistent across modalities, and that misinformation introduces detectable mismatches between
what is shown, said, and written [28, 29, 30]. The targeted inconsistencies vary across papers. The most common
comparison is between claims and visual content, with papers assuming that the misinformation claims are imposed
upon a video that does not support them in full detail [11, 15, 49]. Agarwal et al. [3] assume that speech patterns and
expression patterns do not match with the speakers identity if the speech is dubbed or the speaker is impersonated. A
few papers extend the comparison beyond the content itself, checking consistency between the claims and external
knowledge sources [32, 51], which combines multimodal inconsistency and external validation analysis.

Fabrication and manipulation artifact paradigms, in contrast, look for forensic traces within individual modalities.
They share the assumption that when a video is misinforming, it has been manipulated or generated, leaving traces in
the content [13, 88, 90, 108]. Notably, most papers frame misinformation as re-edited or spliced material rather than fully
generated content [13, 51, 52, 106]. Xu et al. [100] explicitly use artifacts from Al-generation as a detection signal, but do
not evaluate on real-world examples. While Agarwal et al. [3] frame their analysis as detecting behavioral mismatches
between impersonator and target, the detection functionally focuses on a creation artifact: a forensic trace of how the
video was made, observable within a single modality. We therefore classify it alongside other artifact-based paradigms.

That misinformation can be detected through artifacts is not uncontested. Yang et al. [102] do not distinguish
between misleading and benign splicing in their annotations, and attribute a drop in their grounding performance to this
limitation. Agarwal et al. [3] further acknowledge that simple artifact analysis may not keep pace as generative methods
improve. Out of the 14 papers using Fabrication & Manipulation artifacts, 11 use both inter-modal and intra-modal
traces, suggesting that fabrication artifacts alone are insufficient as a standalone misinformation detection paradigm.

External Validation paradigms assume that the veracity of claims can be validated or falsified through external
information, rather than relying solely on the content. Fact-checking paradigms assume that false claims can be
identified by verifying them against external information. The data used for the detection, however, varies: Some
paradigms use facts specific to the video’s topic [12, 39, 51, 96, 100, 106]. However, some paradigms also use videos

from the same event with known labels, such as debunk or known false videos [18, 67, 107].
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Conversely, reasoning assumes that VLMs or LLMs can enrich the analysis with related information about events or
people by drawing on their instilled knowledge. Some paradigms assume that the model has internalized enough world
knowledge to reason about the plausibility of claims [35, 88, 102, 108]. Some paradigms also assume that the model can
derive deeper semantic understanding of the content than conventional feature extractors [17, 38, 52, 110].

Social and Credibility paradigms use meta information from the platforms on which the video was shared. As such,
they shift the focus from the video to the social ecosystem. They draw on three signal types: audience reactions to the
content, the uploader’s credibility, and the patterns of the video spreading across the platform.

Social reaction is the most frequently adopted paradigm in this category, appearing in 16 papers, and draws
on community feedback such as comments, likes, and shares. The proposed paradigms share the assumption that
misinformation is received differently than truthful content, either in the engagement of the users [37, 48, 72], or
through comments that point out that the video is misleading [18, 63]. Most papers adopt this paradigmby citing other
papers or even without justification. However, some papers investigate whether social reaction signals behave as the
paradigmassumes, with mixed results. Qi et al. [66] report supportive within-corpus statistics, including that 18% of
fake videos receive doubtful comments such as "Really?" or "Fake!" compared to only 4% of real videos. Papadopoulou
et al. [64] find that fake videos accumulate fewer comments over time on YouTube, though the same pattern does not
hold on Facebook. In contrast, Choi and Ko [19] report that title and description features remain more effective than
comment-based features for fake video detection, and Zong et al. [109] show that comment features can introduce
spurious correlations between common keywords and labels, actively misleading detection. The evidence for this
paradigm is thus mixed, with effectiveness appearing to depend on the platform and the specific features used.

Source credibility assesses whether the uploader of the video can be trusted as a proxy for the content being
misleading or not. This paradigmis grounded in empirical evidence [8, 38, 48, 50, 64, 66]. Specifically, Hu et al. [38] find
that 81% of real news publishers in their corpus are verified, compared to only 11% of fake news publishers. Qi et al.
[66] further show that fake publishers exhibit different engagement-per-follower patterns. Papadopoulou et al. [64] find
that fake videos tend to be posted by younger accounts. Other papers draw on external sources: Li et al. [50] and Li
et al. [48] cite prior studies on related detection tasks, and Boididou et al. [8] ground the feature choice in studies on
journalistic practice. No paper in the corpus reports evidence against the paradigm.

Finally, Kim et al. [43] and Li et al. [48] exploit that misinformation and truthful videos spread differently on social
media. Kim et al. [43] assume that videos recommended to watch next show different patterns for misleading and
genuine content. Li et al. [48] further analyze event-based cascades, under the assumption that genuine content shows
different patterns than misleading content in how the video is spread, adapted, and reuploaded.

Across the reviewed corpus, 32 papers combine multiple detection paradigms rather than relying on a single signal.
The most common pairings are Multimodal Inconsistency and Fabrication/Manipulation Artifact with 11 papers,
Emotion/Sentiment and Social Reaction with 8 papers, and Multimodal Inconsistency and Emotion/Sentiment with
6 papers. Among all paradigms, external validation is the most recently adopted: only 4 papers that employ it were
published before 2025. While papers may act on the same assumption on how misinformation can be detected, how

these assumptions are operationalized varies, which we explain in the following section.

4.3.2 Implementation Methods. We separate the implementation methods into five categories: Multimodal Interaction,
Manipulation & Media Forensics, Linguistic & Text Analysis, Metadata & Context, and Social & Network Modeling
(Tab. 6). The first three operate on video content by combining information across modalities, finding forensic traces, or
analyzing the linguistic levels. The last two categories draw on external knowledge sources or platform-level signals.
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Table 6. Implementation methods employed by the reviewed algorithms, grouped by category.

Method Description Papers

Multimodal Interaction

Modality Alignment Projects multiple modalities into a shared embedding space to compare or fuse  [3, 13, 15, 19, 24, 28, 45, 47, 48, 52,
their representations. 53, 84, 88, 90, 96, 99, 100, 108, 109]

Crossmodal Attention Uses attention mechanisms across modalities to capture fine-grained inter-modal ~ [11, 13, 29, 30, 45, 49, 52, 53, 55, 66,
dependencies or compare modalities. 74,75, 88, 90, 96, 105, 106, 107, 108,

109, 110]

Linguistic Guided Vision — Guides visual feature extraction using linguistic cues, focusing the vision encoder  [3, 13, 32, 52, 74, 75, 96, 100, 102,
on text-relevant regions. 108]

Audio-Visual Sync Detects temporal or semantic desynchronization between audio and visual  [3]
streams.

Manipulation & Media Forensics

Frame-level Anomaly Detects visual tampering artifacts within individual frames. [11, 66, 88, 102, 108]
Temporal Anomaly Identifies irregularities in the temporal signature of video or audio streams. [3, 11, 13, 66, 90, 102, 108]
Deepfake Detector Employs specialized modules for detecting synthetically generated content. [100]

Linguistic / Text Analysis

Sentiment & Emotion Extracts sentiment or emotional features. [7, 8, 11, 13, 28, 32, 37, 38, 39, 47,
50, 63, 64, 66, 75, 90, 110]
Stylometric Features Measures surface linguistic patterns such as punctuation frequency, pronoun  [8, 37, 50, 63, 64]
use, or vocabulary complexity.
Intent Features Encodes signals of communicative purpose, e.g., general audio features inter-  [66]
preted as markers of intent.
Stance Detection Classifies the position or attitude expressed by the author, often comparing  [19, 32]

across modalities.

Metadata & Context

External info retrieval Retrieves factual information from structured or unstructured knowledge [12, 32, 39, 43, 96, 100]
sources for claim verification.

Fact-Check Database Compares claims against existing fact-check verdicts. [32, 51, 67, 106, 107]

Parametric Knowledge External information recalled from model parameters [13, 18, 32, 35, 38, 52, 102]

LLM/VLM Reasoning Uses language or vision-language models to reason over the content, e.g., as-  [32, 35, 38, 52, 88, 108, 109]

sessing semantic entailment between modalities or analyzing model-generated
reasoning chains as detection signals.

Social & Network Modeling

Comment / Reaction Uses comments, likes, or shares as direct features or for contrastive analysis  [18, 19, 29, 37, 45, 50, 63, 64, 66, 72,
against the content. 103, 105, 106, 109, 110]

User profiling Inspects metadata from the uploader account. [8, 38, 39, 48, 50, 64, 66, 109]

Temporal Modeling Models the sharing history of content as a graph. [48]

Multimodal Interaction Methods, the most common group, combine information from various modalities through
alignment, crossmodal attention, linguistic guided vision, or by examining the synchronization between audio and
video. Modality alignment transforms two or more modalities into a joint representation, either to bridge features [28,
45, 47, 99, 100] or to check for consistency [3, 24, 53, 88, 108]. To transform the information into a joint representation,
three approaches are used. Firstly, by using contrastive or shared-space losses, the embeddings of matching modality
pairs are pulled together, while mismatched modality pairs are pushed apart [28, 53, 96]. Secondly, some papers use
pretrained joint encoders, such as VideoCLIP [98] or Imagebind [25], usually as a feature extraction method [84, 99,
100]. Thirdly, pretrained LLM/VLMs are used to check the consistency between modalities [13, 52, 108].
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Crossmodal attention frequently co-occurs with modality alignment but operates at the feature rather than represen-
tation level. It is primarily used to fuse modalities [11, 29, 30, 49], but also to incorporate external information [52, 96]
or compute consistency signals [12, 88].

Linguistic guided vision uses text to extract specific information from visual content [13, 32, 52]. We identify two
ways to guide visual extraction, which use different guiding information. The first group uses text extracted from the
content, either by fusing the modalities [3, 74, 75] or by selecting relevant frames for further processing [13]. The
second group extracts relevant information using VLMs with content-agnostic prompts [32, 52, 96, 100, 102, 108].

Audio-visual sync is only proposed by Agarwal et al. [3]. It temporally aligns speech with the speaker’s expressions
to find irregularities. As such, it fuses information from the same timeframe, but requires a frontal view of the speaker.

Manipulation and Media Forensics focuses on detecting traces introduced by content editing or generation. The
identified methods operate at different granularities within the video signal. In the reviewed corpus, manipulation and
media forensics methods appear exclusively in combination with other method categories.

Frame-level anomaly detection searches for visual traces. While some algorithms look for traces like compression
[66] or superimposed CGI artifacts [11, 102], others do not mention targeting specific tampering types [88, 108].

Temporal anomaly detection analyzes content over time. Most studies focus on video content, looking for artifacts in
how video frames are combined or edited over time [11, 66, 102, 108]. Furthermore, Cao et al. [13] check whether the
audio has been manipulated, and Agarwal et al. [3] compare audio with visual information to find out whether the
audio was replaced. Notably, over half of the papers that use temporal anomaly also use frame-level anomaly analysis.

Only Xu et al. [100] use a deepfake detection algorithm to differentiate between generated and authentic content.

Linguistic and Text Analysis targets how content is expressed and positioned, often analyzing text or spoken content.

Sentiment & Emotion capture whether claims are expressed in emotionally charged or neutral language. Implemen-
tations use emotion and sentiment features from various modalities, such as text 8, 32], audio [37, 39], text and audio
[7, 11, 13, 28], or multiple modalities jointly [47, 110]. Text sentiment or emotion features are often extracted using
RoBERTa variants [7, 11, 38, 90]; audio sentiment features are often extracted using VGGish [38, 66] or HuBERT [11, 39,
75, 90]. Notably, Kumari et al. [47] use sentiment as an additional prediction target rather than a feature, and Zong et al.
[110] prompt an MLLM to extract the emotion from all modalities simultaneously.

Style analysis uses surface linguistic patterns as features, for example, by analyzing the number of personal pronouns
and exclamation marks, or the wording of the claims [50, 63, 64]. Throughout the literature, stylistic features are hand-
engineered rather than learned, of which we find four categories: syntactic cues such as pronoun usage, part-of-speech
counts, and sentence structure [8, 37, 50, 64]; orthographic cues such as capitalization and punctuation [8, 63, 64];
readability and lexical-richness scores [8, 37]; and informal-register markers such as slang, modal particles, or clickbait
phrases [8, 50, 63, 64]. Hou et al. [37] go beyond sentence or word analysis by using LIWC and n-gram features.

The remaining methods are seldom used. Stance detection models the author’s position, either as disagreement
between video titles and viewer comments via topic modeling [19], or as LLM-generated author stance used as auxiliary
context [32]. Qi et al. [66] additionally extract publisher intent as a learned audio representation via VGGish.

Metadata and Contextual methods use external information to analyze the content. External knowledge integration
methods augment inference with information related to the video, such as external events or interpretive information.
The source from which this knowledge is drawn varies between approaches: Some algorithms use a search query to
gather related information from online search engines. The retrieved data can be in many modalities, such as related
text [12, 100], images [100], or related videos [32]. Instead of a query, Kim et al. [43] use YouTube’s recommendation

algorithm to find similar videos. Other algorithms retrieve related information about entities and events from external
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knowledge graphs [39, 96] Finally, some algorithms use fact-check databases, which can either contain samples of
previous verdicts [32, 51, 67, 107], or examples that debunk the misinformation [32, 67, 106]

Parametric knowledge, in contrast, builds on information stored in model weights, rather than drawing on examples
during inference. Common approaches use LLMs [13, 32, 38] or multimodal variants [35, 52, 102]. In contrast, Choi and Ko
[18] store embeddings that reflect the domain during training, and use them during inference to extract domain-relevant
information. As such, parametric knowledge does not reference databases but relies on learned knowledge.

Finally, some approaches use language model reasoning as features. Both text-only [32, 38, 109] and multimodal
models [35, 52, 88, 108] are used for this paradigm. The reasoning can be generated based on different information:
Some papers combine related external knowledge sources in their reasoning, summarizing the information [32, 35,
88, 109]. Others use the VLMs/LLMs directly on the content to extract more sophisticated features, either by direct
prompting [38, 108, 109], or by pitting a question and an answer generation model against each other [52].

Social and Network Modeling methods shift the analysis from the content to the social ecosystem in which it circulates.
Comment and reaction features are the most adopted, extracting signals from audience engagement such as comment
text, like/dislike ratios, and sharing behavior. The techniques differ in how they extract information.

Some algorithms extract handcrafted features from individual comments, such as sentiment polarity, text length,
pronoun use, or punctuation and capitalization patterns [50, 64], while others use aggregates across all comments, such
as the total comment count, the ratio of comments flagging the video as fake, or the frequency of sentiment-bearing
words [37, 63, 72]. A larger group encodes the comments with pretrained language models, typically BERT, and feeds the
embeddings into a detection model [18, 29, 45, 66, 106, 110]. Some additionally weight the embeddings by engagement
signals such as like counts [66, 106]. Beyond encoding, a few algorithms embed the comments into specialized processing
components: Choi and Ko [19] compare the comments’ content to the title or description to detect disagreement between
the two; Zeng et al. [105] apply a causal reasoning module that removes spurious correlations between textual content,
e.g., emotional words, and the detection labels; and Zong et al. [109] combine comment encodings with title, transcript,
and user information, and use an LLM to reason about whether the content is misinforming. Finally, Yin et al. [103] are
the only ones to encode time-sync comments, which they link with normal comments into a temporal graph.

User profiling exploits uploader information to detect misinformation. The features draw on three signal types, often
in combination: self-declared information such as usernames, biographies, or posting history [8, 38, 39, 48, 66, 109];
community-generated signals such as follower counts, likes, and view counts [8, 38, 39, 48, 50, 64]; and platform-granted
markers, most notably verification status [8, 39, 66]. These features are processed in two ways: as numerical features
fed into a classifier [8, 50, 64], or encoded through a pretrained language model [38, 39, 66, 109]. Only Li et al. [48]
embed user attributes as node features in a heterogeneous graph rather than treating them as independent inputs.

Temporal modeling is the only method in social and network modeling that captures how social signals evolve over
time. So far, only Li et al. [48] employ temporal modeling by using a Hawkes process to model how topics rise and fall in

popularity and how videos relate temporally, specifically targeting platforms where reposting cannot be traced directly.

4.4 RQ3: What misinformation strategies are represented in existing datasets, and how are they used for

training and evaluation?

Dataset annotations. In total, 27 out of 51 reviewed papers propose own datasets (Tab. 7). From the proposed datasets,
22 collect in-the-wild data. Since in-the-wild datasets collect misinformation samples without knowing the deception
strategy, the distribution of strategies within the dataset is unknown unless annotated. YouTube was the most popular

data source until 2023, when short-form platforms TikTok, Douyin, and Kuaishou gained greater attention (Fig. 4).
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Fig. 4. Overview of the video sources used by each dataset.

For annotating the videos, common strategies are to use non-experts [19, 63, 84], who oftentimes use fact-checking
articles as a reference [38, 74, 75, 102]. Expert annotations are rare and do not reference fact-checking articles [37,
50] except for Zeng et al. [106]. Labels are also directly extracted from fact-checking articles [29, 72] or sourced from
trusted outlets of truthful and misleading information [12, 43, 47, 99]. Furthermore, some datasets generate labels by
training models [92] or prompting LLMs [17], but more often generate misinforming samples [3, 30, 53]. Many datasets
also collect samples by crawling for videos related to the corpus [3, 7, 11, 29, 64, 66, 103, 106, 110].

Annotations further vary in form. 19 datasets provide binary veracity labels (truthful vs. misinforming), three of
them with a third category for debunk videos [29, 38, 66]. Further veracity labels are ternary, which add an uncertain
category to binary [47, 63], and 6-point scale, which follows Politifact’s scheme [7]. Three datasets annotate different
misinformation strategies [17, 99, 106], of which only Zeng et al. [106] provides human annotations. Finally, Sung et al.
[84] and Yang et al. [102] are the only datasets that provide reasoning or grounding annotations, respectively.

Despite many datasets proposed, few are reused (Tab. 7): FakeSV [66] and FakeTT [11] are reused the most, with the
former sourcing from Douyin and Kuaishou, and the latter from TikTok. Both come from the same research group and
use the same annotation strategy. The two oldest datasets, FVC [64] and VAVD [63] follow in popularity. M3A [99] and
MYVC [19] are only reused by the authors in a follow-up paper, and TikCron is proposed in two papers by the same
first three authors [38, 92], with the same number of videos retrieved but labeled differently. 21 datasets are not reused.

Similar to how detection algorithms define misinformation strategies (Sec. 4.3), 12 out of 27 datasets include data
from certain strategies (Tab. 8). Three approaches to annotate misinformation strategies are used: direct annotation
from real-world data, restricting the corpus to one misinformation strategy, or generating type-specific misinformation.

To annotate the data, Yang et al. [102] ask human annotators where decontextualization, malicious editing or wrong
facts occur. Sung et al. [84] instead ask annotators how the content is stating wrong facts or going beyond what the video
suggests. Chen et al. [17] use VLM agents to annotate misinformation subcategories, which, however, are not clear to
us (e.g., misinformation is a subcategory of misinformation). Datasets with specific strategy annotations often filter the
strategies. Li et al. [50] only annotate videos where the factual claims are correct, but the conclusion based on the facts
is wrong. Wang et al. [92] restrict their data to misinformation that conveys factually wrong information, and Biger et al.
[7] to individuals stating factually false information, resulting in three misinformation strategies. Datasets that annotate
specific misinformation strategies often synthetically create data rather than labels. To create decontextualized evidence,
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Table 7. Overview of the 27 datasets proposed by reviewed papers, sorted by publication year. Data Origin: W = in-the-wild, S
= synthetic, W+S = both. Annotation: NE = non-expert annotations, EX = expert annotations, FC = fact-checking articles, OS =
online search / video crawling, GL = generated labels (automated), TO = trusted outlet videos, LLM = LLM-generated labels. Reuse =
number of other reviewed papers using this dataset.

Paper Dataset Name Source Origin  Labels Annotation  # Samples Reuse
[63] VAVD YouTube w Ternary NE 546 4
[64] FVC YouTube, Twitter, Facebook w Binary EX, OS 6,392 10
[37] - YouTube w Binary EX 250 0
[19] MYVC YouTube w Binary NE 1,805 1
[74] - TikTok w Binary FC,NE 891 0
[50] - Bilibili w Binary EX 700 0
[3] — Other datasets W+S Binary GL, 0OS 177.9 hours 0
[47] FakeClips YouTube w Ternary NE, TO 5,454 0
[53] TwitterDetective ~ Twitter W+S Binary GL 10,000 0
[66] FakeSV Douyin, Kuaishou W Binary, Debunk  FC, OS, NE 5,538 22
[84] VMH Facebook w Reasoning NE N/A 0
[11] FakeTT TikTok W Binary FC, OS, NE 1,991 13
[17] SafeWatchBench  Other datasets, Generated W+S Manip. Type LLM 1,442,500 0
[30] 3M Weibo, Douyin, Kuaishou W+S Binary GL 17,352 0
[72] - YouTube, Twitter, Facebook, Instagram, Tik- w Binary FC 756 0
Tok, Telegram
[99] M3A Instagram, Generated W+S Manip. Type TO, GL 2,146,146 1
[7] — YouTube w 6-point scale FC, OS, NE 201 0
[12] - Douyin w Binary TO 12,080 0
[29] — TikTok w Binary, Debunk  OS, FC 361 0
[38] TikCron Douyin w Binary, Debunk  FC, NE 4,169 of
[92] TikCron Douyin w Binary FC, NE, GL 42,201 of
[43] FYKE YouTube W Binary FC, TO 4,000 0
[75] — TikTok w Binary FC,NE 2,190 0
[102] GroundLie360 Twitter, YouTube, TikTok w Grounding FC, NE 2,044 0
[103] TSC-VRD Bilibili w Binary FC, OS, NE 645 0
[106] - Douyin, Kuaishou, Weibo w Manip. Type FC, OS, EX 2,051 0
[110] CH-SV Kuaishou W Binary 0S, FC, NE 6,728 0

+ TikCron is proposed by both papers; due to the difference in size, we count it as two datasets with 0 external reuse.

modalities are swapped between samples, either randomly [3, 30] or more strategically combined by identifying similar
yet different samples [53, 99]. Another way to create decontextualized evidence is to replace entities in the linguistic
content [53, 99], or to generate false video descriptions using VLMs [99]. For impersonation and false evidence examples,
Agarwal et al. [3] use face-swap algorithms. Finally, Xu et al. [99] generate false evidence videos from misleading text
prompts. As such, only false evidence and impersonation data are currently synthetically created.

In-the-wild datasets contain different misinformation strategies, but many do not annotate them, and instead use
veracity labels [3, 7, 30, 64]. For misinformation strategies with annotations, coverage varies substantially (Tab. 8). False
evidence is the most-covered category (DEC: 3, ME: 3, GEN: 2), though no dataset annotates staged content. Among
deceptive argumentation strategies, 5 datasets annotate wrong facts and 3 datasets correct facts wrong conclusion,
while one-sided facts has no coverage. No dataset annotates dubbing or impersonation. In cognitive bypass, 3 datasets

annotate illusion of proof, but emotional portrayal has no coverage. In total, 5 of 11 strategies lack annotated labels.

Dataset usage. Moving from datasets to algorithms, we find that 42 algorithms predict general binary labels, and 2
papers predict veracity scores with either ternary [47] or 6-point [7] labels. As such, they do not differentiate between
misinformation strategies. Liu et al. [53] predicts whether any of speech, video, or claims is inconsistent with the other

two as a proxy for misinformation detection. 4 papers generate reasoning for why a video is misinforming or not [15,
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Table 8. Misinformation strategies explicitly provided by datasets, sorted by publication year. Only datasets that annotate at least
one strategy are shown; the remaining 15 datasets provide binary or untyped veracity labels only (see Table 7 for the full list). A
= unsure, (v) = included but collapsed to binary label. Acronyms: DEC = Decontextualization, ME = Malicious Editing, GEN =
Generative, ST = Staged, WF = Wrong Facts, OSF = One-sided Facts, CFWC = Correct Facts, Wrong Conclusion, DUB = Dubbing,
IMP = Impersonation, EP = Emotional Portrayal, IOP = Illusion of Proof.

False Evidence Deceptive Argumentation Imitate Trustworthy Entity Cognitive Bypass
Paper DEC ME GEN ST WF OSF CFWC DUB IMP EP 0P
[64] (2] ) ) )
[50] v
[3] ) ) ) ) )
[53] v v v v
[84] v v
[17] A A
[30] (2]
[99] v v v v
(7] (2] (2] )
[92] v
[102] v v v v
[106] v v v
V| 362 3 (+2) 2 (+1) 0(+2) | 5(+2) 0(+1) 3(+1) | 0(+1) 0(+1) | 00 3 (+0)

17, 35, 100]. Focusing more deeply on where the misinformation comes from, Yang et al. [102] predict what part of the
video is misinforming. Finally, Zeng et al. [106] predict misinformation types, matching their proposed dataset’s labels.

Notably, Xu et al. [99] train their model on binary labels, even though their dataset contains labels for different
misinformation strategies. However, they evaluate per-strategy performance using the strategy labels. Their evaluation
results show significant differences in performance across misinformation types, ranging from 1.0 AUC for generated

multimodal content to 0.5 AUC for changing the name of the entity shown with the Languagebind backbone.

4.5 RQ4: How well do current detection approaches and datasets cover the identified misinformation

strategies, and what gaps emerge?

4.5.1 Connection between misinformation strategies and their detection. From 51 papers analyzed, 37 define a misinfor-
mation strategy, 25 of which logically connect a misinformation strategy to the proposed algorithm. The other 14 papers
do not define any specific misinformation strategy, but 12 connect detection paradigms to implementation methods.

In total, 45 logical links connect different misinformation strategies to 6 of 11 detection paradigms. Most connections
follow expected patterns: false evidence strategies connect primarily to multimodal inconsistency and fabrication /
manipulation artifact detection, while deceptive argumentation strategies connect to fact-checking and reasoning.
Multimodal & Media signals are the most connected approaches, with 32 connections. External validation as also
quite prominent, with 10 connections. Psychological and Social & Credibility detection paradigms are only linked to a
misinformation type very infrequently, with 2 and 1 connections respectively.

Six detection paradigms have weak or no connection to misinformation strategies: Social Reaction, Source Credibility,
Stance, Style and Intent have no connection, and Emotion & Sentiment features, the second most used detection
paradigm, is only connected to a misinformation strategy in two papers out of 19. In total, almost half of the detection
paradigms are employed without connection to specific misinformation strategies. However, they are well-connected to
implementation methods, following predictable group-level patterns: Psychological & Rhetorical methods map almost
exclusively to Linguistic / Text Analysis, and Social & Credibility to Social & Network Modeling. Outliers from these
mapping patterns are Kumari et al. [47], who align multiple modalities to detect misinformation alongside emotion
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Fig. 5. Connection between misinformation strategies, detection paradigms and implementation methods. The height of the nodes is
proportional to the number of papers; faded bands represent the proportion of papers that do not have a connection to the nodes
before or after. The width of the connected bands represents the relative amount of connections.

recognition tasks, Choi and Ko [19] who compare comments to the author’s stance extracted from the other modalities
of the video, and Zong et al. [110], who prompt a VLM to extract emotions from the video content.

However, not all misinformation strategies connect to detection paradigms. Most notably, 5 papers define staged
content but do not connect it to any detection paradigm. Correct facts wrong conclusion and one-sided facts each
connect through a single paper, and emotional portrayal through two. Among frequently defined strategies, trace rates

vary: decontextualization connects in 11 of 17, malicious editing in 10 of 21, and generative content in 3 of 10 papers.

4.5.2 Connection between detection algorithms and datasets. Of the 51 papers, 21 trace at least one argumentation chain
from a misinformation strategy through a detection paradigm to an implementation method (Tab. 9). Of the 21 that
trace complete argumentation chains, 15 train and evaluate exclusively on datasets with veracity labels. Out of the
six remaining papers, five use datasets that annotate specific deception mechanisms, but the dataset annotations go
beyond the paper’s argued chains. Thus, the algorithms do not provide a detection paradigm for every misinformation
type in the dataset. Of these five, two generate synthetic misinformation with built-in type labels [53, 99], one uses
reasoning labels from an expert-annotated dataset [15, 16], one collects type-specific data [3], and one provides human
annotations informed by fact-checking articles [102]. Only Xu et al. [100] fully align their argued misinformation
strategies with their dataset annotations. The algorithms trained on strategy-specific data evaluate solely on their own

datasets, making them difficult to compare with other approaches or to assess their in-the-wild performance.

4.5.3 Self-reported limitations. To see whether the field recognizes the above-stated characteristics, we examine their
self-reported limitations. For algorithms, the most frequently reported limitation is flaws of the detection method

leading to reduced performance (16 papers), followed by limited data variety (6) and limited evaluation (5). For datasets,
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Table 9. Alignment between argued misinformation strategies and dataset annotations for the 21 papers with complete argumentation
chains. Align: whether the dataset annotates all (Full), some (Partial), or none (None) of the paper’s argued misinformation strategies.
Abbreviations: DEC = Decontextualization, ME = Malicious Editing, GEN = Generative, ST = Staged, WF = Wrong Facts, OSF = One-
sided Facts, CFWC = Correct Facts Wrong Conclusion, DUB = Dubbing, IMP = Impersonation, EP = Emotional Portrayal, IOP = lllusion

of Proof. Datasets annotated with “—” provide only binary or untyped veracity labels.

Paper Argued methods Dataset (annotated types) Label Align
[11] DEC, EP, ME, WF FakeTT [11] (—); FakeSV [66] (—) Binary None
[48] DEC, GEN, ME FakeSV [66] (—); FakeTT [11] (—); Weibo (image/text) [91] (—) Binary None
[52] I0P, ME, OSF FakeSV [66] (—); FakeTT [11] (—); FVC [64] (—) Binary None
[49] DEC, IOP, ME FakeSV [66] (—); FakeTT [11] (—) Binary None
[74] EP, ST, WF Own dataset [74] (—) Binary None
[75] ST, WF Own dataset [75] (—) Binary None
[96] GEN, WF FakeSV [66] (—); Weibo (image/text) [91] (—) Binary None
[66] DEC, ME FakeSV [66] (—) Binary None
[88] ME FakeSV [66] (—); FakeTT [11] (—) Binary None
[90] ME FakeSV [66] (—); FakeTT [11] (—) Binary None
[51] ME FakeSV [66] (—); FakeTT [11] (—) Binary None
[105] DEC FakeSV [66] (—); FVC [64] (—) Binary None
[30] j(0) 3M [30] (—) Binary None
[12] WF Own dataset [12] (—) Binary None
[38] CFWC TikCron [38] (—) Binary None
[3] DUB, IMP, ME Own dataset [3] (DUB, IMP, ME, GEN, WF) Binary Partial
[102] 10P, ME, WF GroundLie360 [102] (DEC, ME, WF, IOP) Grounding Partial
[99]  DEC, GEN, IOP M3A [99] (DEC, GEN, IOP, WF) Binary Partial
[53] DEC TwtrDetective [53] (DEC, CFWC, WF) Consistency Partial
[15] DEC, IOP, ME FakeVE [16] (DEC, ME, IOP, WF) Reasoning Partial
[100] DEC, GEN, IOP, WF M3A [99] (DEC, GEN, IOP, WF) Manip. type, Reasoning Full

annotation quality (5), data diversity (4), and dataset size and bias (3 each) are the most common concerns. Notably,

none of the self-reported limitations concern the granularity of the labels or a lack of transparency in the evaluation.

5 Discussion
5.1 Misinformation Strategy Framework

As shown in Section 2.3, existing frameworks have several strengths and weaknesses: Theoretical frameworks classify
how misinformation deceives, but neither answer how videos are created or used to deceive, nor how the misinformation
can be detected [2, 42, 57, 58, 81, 93]. Technical frameworks, in contrast, capture what techniques are used to create
misinforming videos [86], or what algorithms are used to detect video misinformation [4, 10, 97], but do not capture
why videos are misinforming. Our proposed framework bridges the gap between theoretical and technical frameworks
by capturing how misinforming videos deceive the recipients. The framework was built inductively from how detection
papers view, describe, and characterize misinforming video content, rather than from how they classify misinformation.
Because the framework is content-oriented and built on the misinformation detection literature, it exhibits two
unique properties: Firstly, video misinformation strategies are defined from the content rather than through the proxy
of the detection algorithm. Secondly, because most detection approaches are motivated by properties of different
misinformation strategies, it can be used to connect how misinformation deceives to how misinformation can be detected.
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The proposed framework also deepens the understanding of misinformation detection: first, it describes what
properties or artifacts are expected in which modalities for certain misinformation strategies, expanding on cross-modal
relationship frameworks [56]. Compared to Bu et al. [10], the framework also structures why and how misinformation
detection algorithms use specific properties of misinformation, rather than organizing models by whether they operate on
signal, semantic or intent level. Because the framework links how videos misinform to how models detect misinformation,
we can audit each step in the pipeline - model design, training data, evaluation - and examine whether the whole

pipeline aligns with the misinformation strategy the paper states it detects.

5.2 Misinformation Strategies

Our framework identifies eleven video misinformation strategies, grouped into four categories. Because the coding
process drew on theoretical misinformation frameworks as reference points, several strategies correspond to theoretical
misinformation categories: decontextualization corresponds to false context [2, 57, 81, 93] as it is defined as the reuse
of content in different contexts, malicious editing to manipulated content [2, 57, 93] because the editing creates the
misinformation, and illusion of proof to false connection [2, 57, 81, 93] since they both denote unrelated information.
Additionally, wrong facts corresponds to misreporting [58], as both describe factually incorrect claims, though misre-
porting is typically defined as unintentional, a distinction the detection literature does not make. Correct facts, wrong
conclusion and emotional portrayal do not map onto theoretical categories, as theoretical frameworks tend to classify
misinformation by content type rather than by the structure of the argument or the mode of persuasion.

Beyond classifying how misinformation misleads, the presented misinformation strategies differ in what they imply
for detection: which modalities carry the misinformation, what artifacts are present, and what detection paradigms
can be applied. Not all strategies leave traces in the content that detection algorithms can exploit, and the traces vary
across categories. Strategies that alter or synthesize content, such as generative content, malicious editing, and dubbing,
produce signal-level artifacts from the synthesis or manipulation process. Decontextualization and illusion of proof
produce semantic mismatches between video and claims, but for different reasons: decontextualization presents the
video as depicting the claimed event, while illusion of proof does not attempt to match, relying on the presence of a
video to lend credibility instead. In contrast, staged content, impersonation, one-sided facts, and emotional portrayal
leave no digital artifacts. Staged content may contain real-world inconsistencies in the recording, and impersonation
can be detected through biometric or behavioral analysis [3], but one-sided facts produces no traces because the facts
and the statement are correct, and emotional portrayal may be difficult to distinguish from legitimate editorial choices.

However, the proposed framework also makes distinctions that theoretical frameworks do not: Fabricated content [2,
57, 81, 93] is split into generative and staged false evidence, because generation creates digital artifacts while staging
does not. Therefore, a detection model trained to find generation artifacts would miss staged content, even though both
fall under the same theoretical category. Similarly, impostor content [57, 93] is split into dubbing and impersonation:
dubbing can be detected by digital artifacts from audio replacement or lip-sync methods, while impersonation requires
biometric or behavioral analysis [3]. In contrast, theoretical categories may consist of multiple strategies: polarizing
content [58, 81] requires both one-sided facts and emotional portrayal by definition. In the first two cases, collapsing
the misinformation strategies into a single category would obscure whether a detection model can actually address the
full range of content within that category. In the latter case of polarizing content, splitting it into two misinformation
strategies makes for a more atomic description of how misinformation is conveyed. More broadly, the eleven strategies
are compositional rather than mutually exclusive: a single video can employ several strategies simultaneously, each

operating through different modalities and producing different artifacts. For example, a video can be manipulated and
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emotionalized, or wrong facts can be reinforced with generated evidence. The misinformation strategies are therefore
combinable and not a typology in which each video is assigned to a single category.

Referencing theoretical frameworks also reveals categories that exist in the social science literature, but see little
attention in the inspected corpus. While theoretical frameworks define goal-oriented misinformation categories such
as managing attitudes, attacking critical voices, or flooding the information space with contradictions [4, 57], these
categories are not addressed in the misinformation detection literature. Instead, all algorithms in the corpus model
misinformation detection as a single event in time, which may be insufficient, for example, when detection models
are flooded with the same incorrect information across multiple sources. Furthermore, theoretical frameworks define
rumors as claims whose veracity cannot be determined [4, 42], but in the video misinformation detection literature,
the term is oftentimes used synonymously with misinformation, evidenced by how our data collection had to include
the term in the search queries to not miss relevant literature from Bu et al.’s [10] survey (Sec. 3.2). Some papers in the
corpus acknowledge uncertainty [7, 47, 63], but those with rumor in the title do not [12, 29, 35, 103].

In the proposed framework, we observe an imbalance between the papers supporting each misinformation strategy
(Tab. 4). When inspecting the artifacts produced by different misinformation strategies, we see that the depth of research
conducted on them mostly correlates with the artifacts they generate. Strategies that are well-covered in the literature
tend to have known signal-level artifacts, such as decontextualization, malicious editing, or generative content (Tab. 4).
Staged content, one-sided facts, and emotional portrayal, in contrast, are much less researched, as few to no traces
remain in the signal. One-sided facts is mostly unexplored, with only Hou et al. [37] mentioning it.

However, one-sided facts also illustrates that the boundaries to related research domains are blurry. It overlaps with
media bias concepts such as selection bias and framing bias. All three describe cases in which the reported facts can
be correct, but their selection, omission, or framing supports a particular conclusion [79]. The overlap suggests that
adjacent research fields may already contain concepts [78], annotation practices [36, 80], and benchmarks [94] that
could be useful for describing misinformation strategies that are difficult to define solely in terms of factuality. At the
same time, the exact relation between these concepts remains unclear: one-sided facts, selection bias, and framing
bias describe similar mechanisms, but they do not define when biased but factual reporting becomes misinformation.
Without a clearer distinction between these and other overlapping concepts, it will remain challenging to decide
whether such content should be treated as misinformation, media bias, or both.

Taken together, the gaps identified in this section have different origins. Some misinformation strategies are under-
represented because they lack operationalizable artifacts, making them technically harder to address. Others, such as
strategic misinformation campaigns or the boundary to rumors, are absent because the detection literature has not yet
engaged with corresponding theoretical concepts. In a third case, one-sided facts, the boundary between misinformation
and adjacent phenomena such as bias remains undefined. Despite these different causes, the overall effect is the same:

the field’s current scope of video misinformation is narrower than that described by theoretical frameworks.

5.3 Algorithms

The proposed framework classifies algorithms in two ways: First, by how they claim that misinformation can be
detected, and secondly, by how models analyze the content. Most inspected papers provide a detection paradigm, stating
through which information or proxies they detect misinformation (Sec. 4.3.1). As shown in Sec. 4.5, 45 connections map
manipulation strategies to detection paradigms, but these connections concentrate on two reasoning types.
Multimodal inconsistency and fabrication artifact detection check whether the content is consistent or shows

manipulation traces. The manipulation traces connect logically to misinformation strategies that produce artifacts
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(Sec. 5.2): decontextualization produces cross-modal mismatches, malicious editing and generative content leave signal-
level traces, and dubbing introduces digital artifacts. However, manipulation trace based detection cannot detect
strategies that lack artifacts, such as staged content, impersonation, one-sided facts, or emotional portrayal.

In contrast, external validation checks claims against external knowledge to verify their factuality. They are mostly
used with wrong facts and correct facts wrong conclusion. However, they cannot address strategies where the deception
does not rely on incorrect claims, such as emotional portrayal. Together, content integrity and external validation cover
a subset of the misinformation strategies, and both are logically grounded in properties of the strategies they target.

The remaining paradigms, emotion/sentiment, style, intent, stance, source credibility, and social reaction, are grounded
in statistical properties, rather than targeting specific misinformation strategies. Emotion/sentiment is supported by
19 papers, source credibility by empirical findings such as the verification gap reported by Hu et al. [38], and social
reaction by engagement statistics reported by Qi et al. [66]. As shown in Sec. 4.5, statistical detection paradigms are
used 53 times across the corpus, but with only 3 connections to misinformation strategies. Given that misinformation
strategies differ in modality, artifact profile, and deception mechanism (Sec. 5.2), which strategies aggregate correlations
can address is yet to be explored. Empirical evidence also shows that a deeper analysis is needed, as Papadopoulou et al.
[64] report no correlation between sentiment and misinformation, and Zong et al. [109] show that comment features
introduce spurious correlations between common keywords and labels. Social and credibility paradigms are further
constrained: they require the content to spread and accumulate engagement before detection, and the signals they rely
on are platform-dependent, as reported by Papadopoulou et al. [64]. Furthermore, how recommendation algorithms
influence propagation is currently not discussed. 14 papers do not provide a definition, description or example of
misinformation (Sec. 4.5). As such, they specify how they detect misinformation, but not what strategy they detect.

How much certain misinformation strategies are addressed by detection paradigms also varies. Staged content
is defined by five papers, but is not connected to any detection paradigm. Correct facts wrong conclusion and one-
sided facts each connect through a single paper, and emotional portrayal through two. Even for well-represented
misinformation strategies, the connection density to detection paradigms varies: decontextualization connects in 65%
of papers that define it, malicious editing in 48%, and generative content in only 30%. Therefore, we see that algorithms

focus on detecting traces of certain misinformation strategies, while relying on more global heuristics for others.

5.4 Datasets & Evaluation

As shown in Section 4.4, 42 out of 51 algorithms predict binary labels, collapsing the misinformation strategies into a
single class. The datasets they train on follow this pattern: 19 out of 27 datasets provide binary veracity labels, and
the most reused datasets, FakeSV [66] and FakeTT [11], provide binary annotations for in-the-wild data. Because
many in-the-wild datasets collect misinformation without knowing which misinformation strategies they contain, the
distribution of strategies is unknown. A model trained on in-the-wild data may learn to detect some misinformation
strategies well, while others it may not detect at all, but binary evaluation cannot reveal any strategy-specific biases.
The per-strategy evaluation by Xu et al. [99] illustrates what binary metrics obscure: their model achieves near-
perfect detection for generated content but performs at chance for linguistic manipulations such as entity substitution.
Combined with the fact that they label generated content as misinforming, this pattern suggests the classifier learned
to detect generation artifacts rather than misinformation, a distinction that binary evaluation alone could not reveal.
The scope of this problem becomes apparent when examining the alignment between argued strategies and dataset
annotations (Tab. 9). Of the 21 papers that trace a complete argumentation chain from a manipulation strategy

through a detection paradigm to an implementation method, 15 train and evaluate exclusively on datasets that do
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not distinguish between strategies. These models argue, for example, that they detect decontextualization through
multimodal inconsistency, but evaluate on data that does not annotate whether a given sample is decontextualized
or uses a different strategy. If a dataset over-represents one strategy, a model that detects only that strategy may
outperform a more general model without the evaluation revealing the bias. The few papers that do use strategy-specific
datasets introduce a different problem: they evaluate exclusively on their own data and do not additionally test on
a generic in-the-wild benchmark [3, 53, 99]. Thus, it is impossible to assess whether the strategy-specific detection
transfers to realistic conditions where multiple strategies co-occur and the distribution is uncontrolled.

From the dataset side, 5 of the 11 strategies have zero coverage with annotated labels (Tab. 8): staged content,
one-sided facts, dubbing, impersonation, and emotional portrayal. These are precisely the strategies that Section 4.2
showed to have limited or no forensic artifacts, making them both harder to detect and harder to evaluate. However,
without annotated data, models cannot be trained to detect specific strategies, and without strategy-level labels, existing
models cannot be evaluated on whether they miss them. Notably, none of the self-reported limitations in the reviewed
papers concern the granularity of dataset labels or the alignment between argued manipulation strategies and training
annotations (Sec. 4.5.3). This suggests that the disconnect between what models claim to detect and what their evaluation

can measure is not yet recognized as a problem within the field.

5.5 Limitations

First, the data for RQ1 and the framework were extracted and synthesized by one researcher. While this increased the
consistency of the annotations and labels, it may introduce biases or errors. The extracted argumentation chains further
depend on what papers explicitly state. As such, the framework does not reflect implicit reasoning or the authors’ mental
models. Finally, the framework does not capture misinformation strategies that are not addressed in the literature, as

we derived it from how the computer science literature describes misinformation, not from in-the-wild examples.

5.6 Future directions

5.6.1 Understanding video misinformation better. To build robust detection models, the field should first focus on better
defining and understanding video misinformation. By doing so, it can shift from conceptualizing detection paradigms
on empirical evidence to building models on tested, proven definitions and characteristics of video misinformation.
We identify two areas where a clear definition is needed. First, rumor is currently defined as unverifiable claims by
theoretical frameworks, but video misinformation detection papers use rumor synonymously with misinformation
(Sec. 5.2). Secondly, the boundary between one-sided facts and selection/framing bias is not clear (Sec. 5.2). Without
clear boundaries, researchers and annotators can not clearly separate biased and misinforming information, or even
decide to use a different approach, such as a scale between the two concepts. If adjacent fields like media bias are taken
into account, the misinformation domain may benefit for describing, annotating, and benchmarking misinformation.
We also see two areas where the understanding of video misinformation strategies may be improved. First, theoretical
frameworks define strategic misinformation campaigns, but detection methods do not address them. Because campaigns
are targeted, distributed through multiple sources in a coordinated manner, or built to mimic how information permeates
a discussion space, detection approaches that assume misinformation to be a single, unconnected event may be unable
to detect it. Secondly, the proposed framework may overlook some misinformation strategies. Because we built the
proposed framework inductively from the video misinformation detection literature, it captures only the strategies of
misinformation that the literature currently recognizes. However, because the framework is content-oriented rather

than algorithm-oriented (Sec. 5.1), new strategies of misinformation can be defined directly from examples found in the
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wild. Thus, future work should analyze real-world examples to find misinformation strategies not defined in the current

detection literature. To address the found misinformation strategies, new detection paradigms should also be defined.

5.6.2 Addressing misinformation better. To detect video misinformation better and more reliably in the future, we see
three concrete points future work may address: First, finding new detection paradigms for misinformation strategies,
secondly, including deepfake detection models, and third, utilizing the strengths of VLMs and LLMs better.

In our framework (Fig. 5), we find that misinformation strategies that produce few to no signal level artifacts, such
as correct facts, wrong conclusion, staged content, or emotional portrayal have few to no detection paradigm defined
for them (Sec. 5.2). Future detection algorithms for these misinformation strategies can therefore not rely on existing
detection paradigms and should develop new ones, e.g., by analyzing semantic or contextual clues.

Furthermore, we see potential in deepfake detection algorithms because they give information on whether the
content was generated or not, but so far, only Xu et al. [100] use a deepfake detector. However, they define generated
content as misleading in their annotations, which mixes authenticity and veracity. Agarwal et al. [3] instead take into
account that for generated content to be misleading, it must be presented to create the assumption that the person
shown is really them. To bridge the gap between misinformation and deepfake detection, future work should take the
presentation of the content into account, for example, whether the content is claimed not to be generated.

Finally, VLMs and LLMs are increasingly popular across various parts of the video misinformation detection pipeline
(Sec. 4.3.2). So far, VLMs and LLMs are used for content analysis and context integration [13, 32, 35, 38, 52, 102],
reasoning [35, 88, 102, 108], or extracting visual information [32, 52, 96, 100, 102, 108]. However, how well they adapt to
their respective tasks and the risks involved in using them are currently unexplored. For example, hallucinations [54]

or internal biases [89] may affect the detection of misinformation in unexpected ways and warrant further evaluation.

5.6.3 Addressing potential shortcomings & risks. One of the largest shortcomings stems from how current misinforma-
tion detection models are evaluated, which does not surface whether the models detect misinformation as they were
designed (Sec. 5.4). Binary datasets that can contain any type of misinformation hide which artifacts and clues the model
uses for detection (Sec. 5.3). Furthermore, the proportions of misinformation strategies in current in-the-wild datasets
are unknown, which may lead to models scoring poorly because the artifacts and clues they are designed to exploit are
less prevalent in the evaluation dataset. Notably, none of the papers’ reported limitations concern the shortcomings of
binary labels or the alignment between argued detection paradigms and training annotations (Sec. 4.5.3), suggesting
that this disconnect is not yet recognized as a problem within the field. If the algorithms were evaluated on different
misinformation strategies individually, the model’s use of different artifacts and cues, and the approach’s limitations,
could be assessed in greater detail. We further see that some algorithms propose their own synthetic type-specific
datasets, which they use to train and evaluate the proposed models (Sec. 4.4). As such, how well their detection method
generalizes to real-world misinformation is unknown. Future work should therefore strive for more detailed evaluation,
including various misinformation strategies in known proportions, so that the performance of the model’s targeted
misinformation strategies, as well as its generalization to other misinformation strategies, becomes clear.

While strategy-based evaluations of misinformation give information about where the model fails, why it fails remains
opaque. We therefore advocate a shift towards more transparent architectures whose outputs are understandable to
humans. So far, 42 out of 51 models predict binary labels, which, combined with the black-box nature of their algorithms,
prevents humans from understanding, interpreting, or verifying the classifications. However, we already see models
move towards more transparent model outputs: reasoning and grounding show where the misinformation stems from,

thereby enabling manual checking of whether the decision is supported by the provided evidence. However, so far,
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no paper has assessed whether the reasoning produced by detection models is useful for humans. If reasoning and
grounding approaches were combined with evaluation methods and findings from misinformation intervention studies
[33], humans could make their own decisions about whether the model output is true, thereby reducing the risk that
misinformation detection models are misused to automatically censor what is uploaded to a platform.

Besides misuse of detection models for censorship, there may be other risks when deploying misinformation detection
models for content moderation. For example, the hallucination and bias risks identified in Section 5.6.2 translate into
concrete harms when models are deployed to filter content: false flags remove legitimate content, and systematic biases
may disproportionately affect certain groups or topics. On the other hand, propagation/diffusion and social reaction
detection paradigms require information from recipients who watch and interact with the misinformation (Sec. 4.3.1),
which may negatively affect them and increase the likelihood of the misinformation resurfacing, as in the Plandemic
case study (Sec. 1). Therefore, future work should be aware of the risks associated with automatic misinformation

detection methods and strive towards solutions that are well-tested, transparent, and human-verifiable.

6 Conclusion

We presented a new framework for video misinformation detection that links how misinformation is conveyed to how
it is detected. Our framework is built on a corpus of 51 papers, from which we extracted how misinformation deceives,
how papers hypothesize it can be detected, and what features and cues they use to detect it, as well as the logical
connections between the three. The resulting framework covers 11 misinformation strategies, 11 detection paradigms,
and 18 implementation methods. Furthermore, we examined existing video misinformation detection datasets along
dimensions of labeling granularity, annotation strategy, and strategy coverage.

Through this analysis, we found a core weakness in the current literature: papers motivate their architectures by
referencing specific misinformation strategies, yet they evaluate on datasets that collapse all strategies onto a single
binary label. As a result, it is impossible to verify whether a model actually detects misinformation as it was designed
to, or whether it relies on shortcuts and other unwanted behavior.

Building on the gaps and shortcomings of the field identified in this review, future work should focus on four key
areas of improvement: Understanding and defining misinformation better, building models that address misinformation
more robustly and more transparently, evaluating detection models on misinformation strategies, and better assessing
the risks of misinformation detection methods. Together, these four improvements should steer the field towards robust

identification of misinformation, transparent outputs that humans can verify, and reduced risk of misuse.
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